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Below is part one of a series of articles I intend to write on how 
banking regulations have presented banks with a costly challenge 
of having to maintain an expensive analytical and technological 
infrastructure in order to meet the new regulatory requirements. 
These articles will also present a solution which will reduce the cost of 
regulatory compliance significantly. 

In this and subsequent articles, I will present an analytical framework for managing credit risk and running credit 
stress tests which meets regulatory requirements and can be built entirely in the Cloud using the Hadoop 
ecosystem to manage data and Python to manage the analytical algorithm. My goal is to convince you that 
open-source technologies can enable banks today to reduce the cost of regulatory compliance to a small 
fraction of what banks currently spend. 

This and subsequent articles have been inspired by long conversations I’ve had with my good friend Professor 
Moorad Choudhry who has always been a proponent of disruptive technologies and creative solutions. 

The Regulatory Environment - Motivation and Challenges
The current banking regulatory environment has one objective in mind: the prevention of a financial collapse 
like the one experienced in 2007 to 2009. The financial crisis which began in 2007 could’ve bankrupted the 
entire banking system if it weren’t for the extraordinary intervention of central banks around the world. Since 
then, new regulatory requirements have been imposed on banks to address what regulators believed to be the 
main factors which contributed to the financial crisis. For a summary of these factors, please refer to the Basel 
Committee’s report “Basel III: A global regulatory framework for more resilient banks and banking systems.” 
It is absolutely true that the financial crisis nearly bankrupted the entire banking industry. Figure 1 illustrates the 
extent to which the financial industry in the USA suffered during the first few years of the financial crisis. The 
CDS-implied expected losses of the nationwide banking industry reached nearly 70 percent while the Market-
based Capital Ratio defined as the market capitalization of the banking industry relative to the industry’s total 
assets dipped below 20 percent.

Figure 1: the financial crisis nearly bankrupted the financial industry of the USA. Author’s calculations
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The Scope of the Regulatory Requirements
The Basel Committee on Banking Supervision (“BCBS”), alongside central banks, identified key dimensions 
which heightened the impact of the financial crisis and provided a set of new regulations for each dimension. 
Figure 2 summarizes these dimensions and the set of regulatory solutions designed to address them. If we 
had to choose a few words to describe this new set of regulatory requirements, those words would be: these 
regulatory requirements are complex and costly; they are complex because they require a highly advanced 
quantitative environment managed by top-notch financial engineers and quantitative analysts, and they 
are costly because they require a whole set of software applications, application developers, and financial 
engineers to run the required analytics and simulations. In short, the new regulations demand a much more 
extensive investment in data, systems, and human-capital resources. None of these investments is easy to 
get right! More importantly, the time spent by senior management of banks on acquiring the right talent and 
overseeing the development of the required systems infrastructure could be better spent on setting new 
strategies for long-term growth. 

Figure 2: the new set of regulatory requirements
 

Cloud Computing and Open Source Analytical Platforms
Open source programming platforms and the Cloud Ecosystem provide banks with a cheaper and more 
effective alternative solution. The more sophisticated regulatory requirements which involve the development of 
sophisticated algorithm such as Monte Carlo simulations to measure market risk or credit losses can be built in 
the Cloud using open source programming and analytical platforms such as Python and TensorFlow. A common 
Cloud-based platform hosting these models will enable banks to access the analytical applications they need 
at a fraction of the cost which they will have to spend on developing and/or maintaining these applications 
in-house. Banks can effectively outsource the software development, model documentation, platform 
maintenance, and model validation to the Cloud-based software developers which are likely to be a team of 
financial engineers and big-data experts. 
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A Credit Risk Model in the Cloud
To show the power of Cloud-based computing, I am going to introduce a fully developed credit risk and 
integrated stress testing modeling framework which meets regulatory requirements for stress testing and 
reverse stress testing. In this article, I will simply introduce the different components of the framework while 
subsequent articles will present its applications and the steps which can be taken to build it in the Cloud. Issues 
related to data security and maintenance will also be addressed in the upcoming articles. 

The components and sub-components of the credit risk modeling framework are illustrated in Figure 3. The 
framework has four main components, namely: Data Supply, Data Pre-Processing, Portfolio Setup, and the 
Monte-Carlo Engine. Each one of these components, in turn, contains a number of sub-components or sub-
processes. Let’s take a closer look at each component and its sub-processes:

1.	� The Data Supply component specifies the data inputs. For a credit risk and integrated stress testing 
model we will need at least four sets of data inputs. First, we need the exposure information along 
with the maturity of each exposure. Second, we need information about the debt issuers such as the 
credit rating, the industry, and the risk domicile. This information about the debt issuers will be used 
to extract the implied default probabilities, the proxy credit curve for each issuer, and the correlation 
structure of the portfolio. In addition, this information will enable us to run issuer-specific stress tests and 
concentration analysis. Third, we need market and macroeconomic data such as industry and sovereign 
credit curves, equity volatility, yield curves, and high-yield spreads. This information is necessary to 
run market-wide stress tests. Finally, we will need to develop an industry-based correlation matrix and 
approximate recovery rates for each type of debt. The correlation matrix can be estimated from equity 
indices.

2.	� The Data Pre-Processing component of the framework is where the data inputs are transformed into 
the quantitative information which is necessary for running the model simulations. Credit ratings, for 
example, are transformed into default probabilities and industry classifications are used to generate the 
portfolio correlation matrix. The macroeconomic data and indices are used to generate market-wide 
stress scenarios and industry-wide default probabilities. The quantitative data generated in the Data 
Pre-Preprocessing represent the fundamental building blocks for stress testing.  

3.	� The Portfolio Setup component is where we specify the dimensions of risk which the model is 
supposed to simulate and the linkages that may exist among these dimensions. Given the model 
specifications, virtually any dimension of risk which can be transformed into a quantitative input can be 
stress tested. For example, default probabilities and industry classifications can be used to stress test 
individual issuers and/or a group of issuers within the same industry. A market-wide stress test can be 
simulated by either stress testing the industry-based default probabilities or the correlation matrix. In 
addition, the stress tests can be based on historical experience or they can be completely hypothetical. 
The macroeconomic data and market indices can be used to simulate richer scenarios involving 
multiple factors moving in tandem such as equity volatility and market spreads. Figure 4, for example, 
displays the dependency of the expected losses of the USA national banking industry on the general 
equity market (in log measure); the volatility dynamics, measured by the VIX index, are superimposed 
on the graph. The high levels of expected losses occurred during the financial crisis of 2008. The data 
used to generate the graph span the period from February 2006 to March 2016. Figure 4 illustrates 
the risk transmission mechanism from the general equity market and equity volatility to the national 
banking industry. It provides a link between macroeconomic dynamics, credit risk, and the stress testing 
programs. The model is designed to capture and simulate such dynamics and transmissions.

4.	� The Monte-Carlo Engine is the final component of the framework. The flexibility of the framework is a 
direct consequence of our choice of model specifications which allow us to generate correlated default 
probabilities. I will elaborate more on the model specifications in later articles. 
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Figure 3: Credit Risk Modeling and Integrated Stress Testing Framework
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Figure 4: The graph displays the dependency of the expected losses of the USA national banking industry on the general 
equity market (in log measure); the volatility dynamics are superimposed on the graph. The high levels of expected losses 
occurred during the financial crisis of 2008. The data used to generate this graph span the period from February 2006 to 
March 2016. Author’s calculations

 

Final Thoughts
The framework illustrated in this article can be built and deployed on open source analytical and programming 
platforms. The data inputs used in the framework can be managed using the Hadoop ecosystem or the Spark 
architecture. Nothing in this framework is beyond the capabilities provided by publicly available computing 
platforms. This opens up a great opportunity for banks to outsource the entire development, maintenance, and 
validation of the framework to expert third-party developers and financial engineers. Banks need to only provide 
the necessary data inputs via a secure Cloud-based database environment. 
In the next article, I will illustrate the application of the framework.


